APTORA CORPORATION 
CUSTOMER DATA INVENTORY WORKSHEET
DragonForce Cybersecurity Incident 
Confidential – Customer Use Only 
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Purpose 
This report is intended to assist Aptora-hosted customers in assessing the impact of the June 22, 2026 cybersecurity incident involving the Aptora hosted environment. 
Aptora hosts customer databases but does not own or control the information contained within those databases. Each customer is responsible for determining the specific information maintained within its database and for evaluating its own legal and regulatory notification obligations. 
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SECTION 1 – Customer Information 
Company Name: _______________________________________ 
Primary Contact: ______________________________________ 
Title: ________________________________________________ 
Email: _______________________________________________ 
Telephone: ___________________________________________ 
Date Assessment Started: _______________________________ 
Completed By: ________________________________________ 
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SECTION 2 – Database Information 
Database Name(s) 
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Approximate Number of Records 
□ Under 500 
□ 500–1,000 
□ 1,001–5,000 
□ 5,001–10,000 
□ More than 10,000 
Estimated Number: _______________________ 
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SECTION 3 – Categories of Information Maintained 
Check every category that existed in your Aptora database. 
Personal Information 
☐ First Name 
☐ Last Name 
☐ Middle Name 
☐ Home Address 
☐ Mailing Address 
☐ Email Address 
☐ Telephone Number 
☐ Company Name 
☐ Job Title 
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Sensitive Information 
☐ Social Security Number 
☐ Taxpayer Identification Number 
☐ Date of Birth 
☐ Driver License Number 
☐ State Identification Number 
☐ Passport Number 
☐ Employee Identification Number 
☐ Payroll Information 
☐ W-2 Information 
☐ Tax Returns 
☐ Banking Information 
☐ ACH Information 
☐ Routing Number 
☐ Credit Card Number 
☐ Debit Card Number 
☐ CVV/Security Code 
☐ Medical Information 
☐ Health Insurance Information 
☐ Biometric Information 
☐ Usernames 
☐ Passwords 
☐ Security Questions 
☐ Other: 
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SECTION 4 – Types of Individuals Included 
Check all that apply. 
☐ Current Employees 
☐ Former Employees 
☐ Applicants 
☐ Customers 
☐ Vendors 
☐ Contractors 
☐ Dependents 
☐ Other 
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SECTION 5 – Residency of Affected Individuals 
Approximate number of affected individuals by jurisdiction. 
	State / Province 
	Estimated Individuals 

	Alabama 
	 

	Arizona 
	 

	Arkansas 
	 

	California 
	 

	Connecticut 
	 

	Delaware 
	 

	Florida 
	 

	Georgia 
	 

	Indiana 
	 

	Kansas 
	 

	Maryland 
	 

	Michigan 
	 

	Minnesota 
	 

	Missouri 
	 

	Nebraska 
	 

	New Jersey 
	 

	New York 
	 

	North Carolina 
	 

	Ohio 
	 

	Oklahoma 
	 

	Pennsylvania 
	 

	South Carolina 
	 

	Tennessee 
	 

	Texas 
	 

	Virginia 
	 

	Washington 
	 

	Wisconsin 
	 

	Canada (Province) 
	 

	Other 
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SECTION 6 – High-Risk Data Assessment 
Did your database contain: 
	Question 
	Yes 
	No 

	Social Security Numbers 
	☐ 
	☐ 

	Taxpayer Identification Numbers 
	☐ 
	☐ 

	Banking Information 
	☐ 
	☐ 

	Credit Card Information 
	☐ 
	☐ 

	Payroll Information 
	☐ 
	☐ 

	Tax Return Information 
	☐ 
	☐ 

	Customer Financial Records 
	☐ 
	☐ 

	Authentication Credentials 
	☐ 
	☐ 
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SECTION 7 – Estimated Individuals Affected 
Employees: __________ 
Customers: __________ 
Vendors: __________ 
Contractors: __________ 
Other: __________ 
Total Estimated Individuals: __________ 
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SECTION 8 – Notification Assessment 
	Question 
	Yes 
	No 
	Pending 

	Legal counsel consulted 
	☐ 
	☐ 
	☐ 

	Cyber insurance notified 
	☐ 
	☐ 
	☐ 

	FBI or law enforcement contacted (if applicable) 
	☐ 
	☐ 
	☐ 

	Individual notification required 
	☐ 
	☐ 
	☐ 

	State regulator notification required 
	☐ 
	☐ 
	☐ 

	Canadian notification required 
	☐ 
	☐ 
	☐ 

	Credit reporting agencies must be notified 
	☐ 
	☐ 
	☐ 

	Identity theft protection will be offered 
	☐ 
	☐ 
	☐ 
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SECTION 9 – Identity Protection Decision 
Will identity theft protection or credit monitoring be offered? 
☐ Yes 
☐ No 
☐ Undetermined 
If yes: 
Vendor: _______________________________________________ 
Length of Coverage: 
☐ 12 Months 
☐ 24 Months 
☐ Other ___________________ 
Reason for Decision: 
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SECTION 10 – Regulatory Notifications 
List each regulator notified. 
	Regulator 
	Date Submitted 
	Confirmation Number 

	☐ State Attorney General 
	 
	 

	☐ State Agency 
	 
	 

	☐ Office of the Privacy Commissioner of Canada 
	 
	 

	☐ Other 
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SECTION 11 – Consumer Notifications 
Notification Method 
☐ First-Class Mail 
☐ Email 
☐ Substitute Notice 
☐ Website Notice 
☐ Other 
Date Sent: 
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Estimated Individuals Notified:
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