Sample Employee Notification Template 
For Use by Aptora Customers to Notify Their Employees 
NOTICE OF DATA SECURITY INCIDENT 
Date: [Insert Date] 
[Employee Name] 
[Street Address] 
[City, State, Zip Code] 
Dear [Employee Name], 
We are writing to inform you of a cybersecurity incident involving a technology service provider that supports our business operations. Protecting the personal information entrusted to us is a responsibility we take seriously. We regret to inform you that some of your personal information may have been involved in this incident. 
What Happened 
On June 22, 2026, Aptora Corporation, a technology service provider that hosts certain information on our behalf, identified unauthorized access to portions of its network. Aptora immediately initiated its incident response procedures, engaged cybersecurity professionals, secured affected systems, and began a comprehensive forensic investigation. The investigation identified unauthorized activity within Aptora’s hosted environment, including activity consistent with possible access to, staging of, or attempted exfiltration of hosted database files. Because our company uses Aptora’s hosted environment, our company database may have been involved.  
What Information May Have Been Involved 
The information that may have been involved varies by individual and may have included certain employee information maintained within our systems, including: 
· Employee contact information such as names, addresses, email addresses, and phone numbers. 
· Employee payroll information, date of birth, social security numbers, bank account & direct deposit information, and payroll tax related information. 
· Other information including employment-related records. 
The specific information involved varies by individual. 
At this time, we have no evidence that your information has been misused. However, because certain information involved may be used for identity theft or fraud, we recommend taking the precautions described below. 
What We Are Doing 
Since learning of this incident, Aptora immediately took action to contain the incident, secure the affected environment, and begin a comprehensive investigation. Actions taken include: 
· Isolating and securing the affected systems. 
· Restoring services within the hosted environment. 
· Engaging independent cybersecurity and forensic specialists to investigate the incident. 
· Conducting a comprehensive review to determine the nature and scope of the incident and identify the information that may have been involved. 
· Strengthening security controls and implementing additional safeguards to reduce the risk of similar incidents in the future. 
· Cooperating with federal law enforcement and other appropriate authorities throughout the investigation. 
Following notification from Aptora, [Company Name] immediately began reviewing the information provided, assessing the potential impact to affected individuals, and evaluating its legal and regulatory notification obligations. Working in coordination with Aptora, we are committed to providing timely and accurate information as our review continues and to taking appropriate steps to protect the information entrusted to us. 
What You Can Do 
We recommend that you: 
What You Can Do 
We recommend taking these steps and precautions: 
· Enroll in a complimentary identity theft protection and credit monitoring service, this is paid by [Company Name] and is valid for [##] months.  
· Monitor financial accounts and activity. 
· Review bank and credit card statements carefully. 
· Change Total Office Manager passwords regularly. 
· Ensure multi-factor authentication (MFA) is enabled wherever possible. 
· Be cautious of suspicious emails, calls, or text messages. 
· Obtain free credit reports by visiting this website: www.AnnualCreditReport.com 
· Consider placing a fraud alert or security freeze with the credit reporting agencies. 
Credit Reporting Agencies 
	Equifax 
1-800-525-6285 
www.equifax.com 
	Experian 
1-888-397-3742 
www.experian.com 
	TransUnion 
1-800-680-7289 
www.transunion.com 


 
Identity Theft Assistance 
If you believe you are the victim of identity theft, you may contact: 
Federal Trade Commission 
www.IdentityTheft.gov 
1-877-438-4338 
 
Questions or Need More Information? 
If you have questions regarding this incident, please contact: 
[Contact Name] 
[Phone Number] 
[Email Address] 
[Hours] 
We sincerely apologize any concern this incident may cause. We remain committed to protecting your information and maintaining your trust. 
Sincerely, 
[Authorized Company Representative] 
[Title] 
[Company Name] 
 

