Sample Vendors and Business Partner Notification Template 
 
For Use by Aptora Customers to Notify Their Vendors or Business Partners 
 
NOTICE OF DATA SECURITY INCIDENT 
 
Date: [Insert Date] 
 
[Vendors and Business Partner Name] 
[Street Address] 
[City, State, Zip Code] 
 
Dear Business Partner, 
 
We are writing to inform you of a cybersecurity incident involving certain information maintained by our company. Protecting the information entrusted to us by our vendors, suppliers, and business partners is important to us. We regret to inform you that information relating to our business relationship may have been involved in this incident. 
 
What Happened 
On June 22, 2026, Aptora Corporation, a technology provider that hosts certain business information on your behalf, identified unauthorized access to portions of its network. Aptora initiated an investigation and determined that certain databases hosted within its environment may have been accessed or acquired by unauthorized individuals. Your database was on the system they accessed. We do not know for certain whether they took your database or to what extent if any they were able to access information inside it. 
 
What Information May Have Been Involved 
The information maintained in our database varies by vendor and business partner. Depending on the nature of our business relationship, the information may have included: 
· Business name, mailing addresses, e-mail addresses, and telephone numbers 
· Contact names and job titles 
· Vendor account information 
· Banking or payment information provided for payment processing 
· Tax identification information, where maintained 
· Contracts, purchase orders, invoices, or other business records maintained within our hosted environment 
At this time, we have no evidence that any information associated with your organization has been misused, however, we are providing this notification so your organization is aware of the incident and can evaluate whether any additional internal review or precautionary measures are appropriate. 
 
What We Are Doing 
Upon discovery of this incident, Aptora immediately took action to contain the incident, secure the affected environment, and begin a comprehensive investigation. Actions taken include: 
· Isolating and securing the affected systems. 
· Restoring services within the hosted environment. 
· Engaging independent cybersecurity and forensic specialists to investigate the incident. 
· Conducting a comprehensive review to determine the nature and scope of the incident and identify the information that may have been involved. 
· Strengthening security controls and implementing additional safeguards to reduce the risk of similar incidents in the future. 
· Cooperating with federal law enforcement and other appropriate authorities throughout the investigation. 
 
Following notification from Aptora, [Company Name] immediately began reviewing the information provided, assessing the potential impact to our vendors and business partners, and evaluating any applicable legal, contractual, or regulatory obligations. We continue to work closely with Aptora and will provide additional information if our investigation identifies information specific to your organization that requires further action. 
 
What Your Organization May Wish to Do 
Although we have no evidence that information associated with your organization has been misused, we recommend that you consider: 
· Reviewing financial accounts used in connection with our business relationship for any unauthorized activity. 
· Remaining alert for phishing emails or fraudulent communications that reference our organizations. 
· Verifying requests involving changes to payment instructions or banking information through established contacts before taking action. 
· Reporting any suspicious activity involving our business relationship to your internal security or finance personnel. 
 
Questions or Need More Information? 
If you have questions regarding this incident, please contact: 
 
[Contact Name] 
[Phone Number] 
[Email Address] 
[Business Hours] 
 
We value our business relationship and sincerely regret any concern or inconvenience this incident may cause. We remain committed to protecting the information entrusted to us and appreciate your continued partnership. 
 
Sincerely, 
 
[Authorized Company Representative] 
[Title] 
[Company Name]

